How to Survive an FDA Computer Validation Audit

The Myth

Within the pharmaceutical, biotech, and medical device industry there is much
fear and concern over approaching FDA audits. The FDA strikes fear in the
hearts and minds of employees all over the world. More than any other
regulatory body in these industries, the FDA rules with an iron fist. But is that
true? How much of this gut wrenching is really necessary to survive an FDA
audit of your computer systems successfully? What can you do to mitigate
the emotional impact of the event? You can PREPARE! There is life after an
FDA audit that focuses in part on your computer systems.

The Truth

The FDA has approximately 1100 inspectors. They work for the United States
federal government. They have been well trained in Good Manufacturing
Practices (GMP) and are well educated. Most inspectors have a speciality
and tend to feel more comfortable when dealing with those areas. However,
most of the FDA inspectors are not computer information specialists. They
may know the acronyms and ask about your LIMS (Laboratory Information
Management System), ERP (Enterprise Resource Planning) system, DMS
(Document Management System) or MES (Manufacturing Execution System).
The trend over the last years has been that they are becoming more computer
literate and now they have a mandate to inspect computer systems in every
domestic and foreign audit — at least two per audit. They are being trained in
what to look for in an increasingly computerised world. They will focus on
how you handle materials, how you label product, how your environmental
and water systems work, and how your labs work. If you can give a brief
overview of your IT (Information Technology) environment it will be helpful as
a first start. You only need to provide the picture of the systems you consider
GMP relevant. The FDA will not ask about how you calculate product cost, for
instance. They will ask about how you receive materials and give them a
status via the computer.

Practical Proactive Approach

Computer validation is nothing more than good business practice. There is
nothing unreasonable in the GAMP guidelines, for example. To maintain your
computer environment over the years and to reap the benefits from electronic
data capture, good documentation is necessary. In order to prepare for an
successful FDA audit there are steps to take — hopefully not two weeks before

they arrive.
Who will explain the systems in use?

Determine who will be able to articulate well the computer sysems you
already use. Everyone is not a good candidate to put in front of an inspector.
It is important to analyse the personality of your staff. Quality assurance (QA)
employees are well schooled in what to say and what not to say. ButIT



employees generally have not been so trained. It is advisable for the person
who speaks about the computers in use to be confident and self-assured —
and someone who knows the business very well. Ideally that person has a
background that includes an element of quality assurance and thus knows
what sorts of things an inspector may look for. The FDA inspector probably
will not ask why a program was written with C++ versus Java, for example,
but will be concerned about the quality of the code. The questions may focus
on specifics like ‘Is there an audit trail when labels in the warehouse are re-
printed because they got damaged before they were applied to the
containers?’

Many IT professionals did not grow up in the pharmaceutical, biotech or
medical device world. It is not an easy task to find someone who comes from
the industry. Thus it is important to train these IT people in the art of dealing
with an inspection. Just because the bits and bytes of the system fascinate
them does not mean the inspector will care. However, the inspector will care
that the system is well documented. Unfortunately documentation is typically
not the favourite task of software developers or system maintainers.

The ideal IT person to explain the systems in use should be familiar with
GAMP or PDA guidelines for computer systems and software lifecycle
development practices, should be able to walk an inspector through the
company’s policies for computer validation and general system maintenance,
and should be able to field questions from a business and QA perspective. It
is important that the person not over-explain the systems in place.

What about software vendor audits?

There is a precedent in the pharmaceutical, biotech and medical device
industry to conduct vendor audits. From a software perspective this is
becoming increasingly complex. There are so many products in use that it is
not feasible to audit every vendor. So it is important to take a practical
approach. From a business perspective vendor audits are time-consuming
and expensive for both the software vendor and the pharmaceutical
manufacturer perspective. There is a lack of expertise on both sides for
these audits unless the software is industry specific (e.g. LIMS) or there is a
large customer base (e.g. SAP).

For out-of-the-box software like Microsoft Word it should be considered a de
facto standard. It would be pointless to think you need to audit Microsoft. Itis
what you do with the tool that counts. Some applications (like SAP and
Documentum) are now in such wide use by this industry that an audit is
almost not necessary. However, it is important to have a quality verification.
This verification could be simply that the parent company or an affiliate is
using the product in a GMP environment or that a reference visit to a similar
company was conducted. This quality verification should be documented via
a ‘memo to file’ or report. For less well-known or smaller software vendors
conducting an audit is advisable. If you do not have the ability to conduct the
audit yourself, hire an independent contractor who specialises in audits to do
it. There are many sets of standard questions available. Itis not
recommended to merely send the questionnaire to the vendor for written



answers. For bespoke (homegrown) sys tems it is more important to consider
the tools used for development and their robustness rather than the company
who produced the tool. Microsoft Access and Excel, for example, were not
developed for regulated industries but were made available for general use.

In the case of web-based tools like SilverStream it is important to consider the
built-in features that do make the product suitable for use in a highly regulated
industries (banking, insurance, pharmaceutical, etc.). Thus, for bespoke
systems, it is important to document your selection of the tools and their use.

Bespoke systems require more scrutiny than others do because they are
developed in house. Obviously you cannot audit yourself. Because you are
not a software development company it is extremely important that if you
develop applications yourself that you have a software lifecycle methodology
in place and follow it. This includes having sufficient and documented source
code guidelines and reviews, configuration management, testing procedures
and change control in place.

What documentation will you show an auditor?

It is important to be able to navigate between a huge variety in terms used for
the various documents. The FDA merely wants to verify that the system has
been well documented. A glossary helps immensely. No two software
vendors or consultancies use the same terms for very similar documents.
The glossary should include all the terms of reference for the various
documents in use. Because so many software projects include outside
contractors it is imperative for the person explaining the documentation to
have a frame of reference.

At the very top of the documentation list is a Validation Plan. This document
may be the first one the auditor looks at and it should provide a direction of
the documentation to follow. It should clearly indicate what documents to
expect for any given system. For complex ERP systems it is important to
have a clear indication of what functions are GMP critical and how was it
decided. For example, posting the receipt of a material into quarantine until
testing is complete is GMP critical versus posting an account receivable,
which is not.

Typical computer validation documentation includes a User Requirements
Specification. Hopefully this is a true reflection of what the business requires
and is not a wish list that was used for software selection. The wish list
approach could include such things as sub-second response time that is
patently stupid and no system will achieve. An FDA inspector will typically
ask to see how the requirement has been fulfilled and where is it documented.
So, if the requirement is that you receive a raw material and it must be
sampled where is the documentation for the sample plan? It could be on
paper or in LIMS (Laboratory Information Management System) or in ERP.

The documentation includes a Functional Design Specification that explains
how the computer system satisfies the user requirements. For configurable
software like SAP and Documentum (well known applic ations for Enterprise



Resource Planning and Document Management) it is critical that the
configuration as it applies to your business be well documented. Because
these systems are fairly complex, a validation matrix approach helps. This
relates the user requirements to the configuration and any bespoke work that
has been done (e.g. interface from ERP to LIMS, forms like labels, numbering
sequences done via a user exit, etc.). Any bespoke work requires a detailed
design document.

Of course, there are the Installation Qualification, Operational Qualification
and the Performance Qualification Protocols and their associated executed
test scripts and reports. There should be test incident sheets that are clearly
traceable and uniquely identified, test instru ctions for the testers including
their signatures and CV’s on file, and the resolution of all incidents.

Probably most important of all is your software change control procedures. Is
it separate from your general change control procedure? Does itinclude a
GMP and validation relevancy assessment? Can you track all changes?
What about the control of your system documentation? Are the electronic
files open to everyone? Is paper or the electronic version the master? Do you
have a checkin and checkout procedure for your documents? Are they kept
in a secure cabinet? Who has access to those documents?

What about tricky questions?

Avoid the use of bespoke systems that some guy decided would be handy in
terms of doing his job. They are fraught with danger. People are becoming
more and more computer literate and understand the power of the computer
in terms of doing their day-to-day work. Like Topsy these systems quickly
proliferate and grow. IT and QA should be in control of educating employees
in these industries that while it may make you work simpler, there may be
difficulties explaining it. Any little desktop system that is allowed to make
GMP decisions should be scrutinised and replaced. Excel, for example, can
be very powerful but it is a liability application. There are significant issues
with it in terms of security, authorisations, etc. If there are these ‘tools’ in place
make sure that you have a paper explanation for the procedure and that the
SOPs do not reflect the liability application.

Make sure that all new software requirements get channelled through IT so
that you preclude the issue of each department deciding which application it
wants and suddenly you have 500 software applications to explain rather than
less than 10. This is more problematic in large corporations. It truly does
help to have a vision and a larger perspective on the software environment.

IT professionals at the top of the company should have sufficient background
to deal with these sorts of policy issues. Standardising the desktop and the
infrastructure is good business practice. This must be documented.

What about Part 117

Part 11 came into law in 1997. Therefore it must be obeyed. In order to
prove your compliance it is imperative to have a plan for remediation. This



plan must include dates and a true action list for legacy systems. Virtually all
current systems should be considered legacy. New systems must be
inherently compliant. Included in the compliance is an assessment form that
should accompany each system in use from a GMP perspective.

Be prepared to talk about both the use of electronic signatures and electronic
records. Electronic signatures is relatively straightforward in terms of Part 11
but electronic records is fraught with danger. You should have a clear
definition of controlled documents that does not include emails, for example.
You should be prepared to discuss what material you archive electronically
and how you can access it. In the case of replaced legacy systems you
should be able to explain that the system has not been thrown away but is
available as read only, etc.

How will you train both IT and QA for an audit?

Talking and practising for the audit helps. Seminars that educate IT about QA
and vice versa are very valuable. More and more IT and QA are linked since
software can be used so effectively to manage the business. Topics should
include practical information about how is the network and hardware
configured, how is it documented, what is the difference between an open and
a closed system, what is Part 11 and how does it affect your business, etc.

It helps to have a list of potential questions and think about the answers. The
guestions will most likely come from both the business side of things and the
technical side. Questions could include such things as:

ERP says there are 17 litres of acetone in Bin 8A. Can | see
them? What is the timing of the computer posting? Before
or after the physical placement of the goods?

The requirement is that LIMS sends a usage decision to ERP
for a finished good. How is that documented? What are the
triggers? Can | see an audit trail?

You change a GMP field in your ERP system for master
material data. Who has the authority to do that? How is that
documented?

Have you tested your disaster recovery procedure and is it
documented?

Can | see the test incident sheets for your LIMS system?
How do | know that they are closed?

You just migrated from one ERP system to another. How do
you handle recall in a hybrid environment?

How did you manage your data conversion when going from
an old system to a new system?

For areas where there are likely to be lots of questions (warehouse,
distribution, material sampling, etc.) having a flow chart to explain the
interaction of the computer, people and paper is effective. Itis highly
advisable to have a physical walkthrough with the business people to verify
that it works exactly like you think. You absolutely must all be saying the



same thing about how it works. It helps if the SOPs (Standard Operating
Procedures) reflect the exact same thing.

Benefit of Experience

It seems obvious but practice makes perfect. There is a benefit of getting an
outsider to perform a mock audit. Primarily this is because the outsider does
not know yo ur operation in detail and will notice things that you never thought
about. The outsider can also test the people involved directly in the audit in
terms of assessing their skills, their confidence, and their ability to field
guestions and assist in coaching them. Keep in mind that some people can
be coached about how to explain what a computer does and other cannot. It
does not mean they are bad employees but you may not want them to be in
front of an inspection auditor.

It is also important to retain employees who are good in audit situations.
There is an art to successful software audits:

Have the most relevant documentation readily available (e.qg.
validation matrix for SAP)

Make sure there is enough time to prepare

Quality documentation and standardisation are key to good
business practice

Auditing should only confirm practices already in place

After every audit there should be a de-brief that identifies the good, the bad,
and the ugly and puts a plan in place to fix what is broken. Audits are always
a learning experience. The more that can be done up-front to eliminate the
tenseness the better. A well prepared, confident IT professional is highly
desired!

Success!



